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First Time Remote Access (VPN) Users

You will receive your Remote Access user id and password from IS&T Security.

You will be prompted to change your password after you log on for the first time. Your password must be at
least 7 characters and contain at least three of the following — an uppercase letter, a lowercase letter, a
number or a special character (& %/ \ etc.).

If you are a KPass user please be sure to review page 5 of this document.

NOTE: This new account will prompt you to change your password every 90 days.

NOTE: Kaleida Health managed laptops should already be configured with Cisco VPN Client. Please

contact the Technology Assistance Center for problems with Kaleida Health managed laptops
(716) 859-7777.
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KPass and Remote Access (VPN)

kpass®

Registered users of KPass can reset their RA password via the KPass portal.

Reminder: Remote Access (VPN) Accounts are also synchronized via TSync when you change your
Network/AD account every 90 days.

What is KPass?

KPass Portal is a password reset application that allows you to reset passwords for many of the
applications that you work with each day. After you have registered your profile, using KPass you can
choose to reset one password or several passwords at once.

Whatis TSync?

Once you have registered your profile, whenever you change your Network ID password, Tsync will
automatically change (synchronize) all of your accounts that are available in KPass to this new password
making them the same.

Which Passwords Can | Reset via KPass?

The application (or system) must be available within KPass. At this time, the systems that are available for
password resets and Tsync synchronization are:

Cerner Millennium (Appbar, FirstNet, PathNet, PharmNet, PowerChart, RadNet...)
Cerner Bridge Medical

Eclipsys Web

Eclipsys Text

Kaleidascope / Infoclique

Lawson Unix (LID)

Network Account

Note: The following applications use Network Account Authentication.

EPSi Operating Budget Application
Kronos

Lawson Portal

Magellan Balanced Scorecard
Talent Management

Remote Access (VPN)

Please contact the Technology Assistance Center at (716)859-7777 with any questions related to
KPass.
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Using and Installing Remote Access (VPN)

Cisco VPN Client - Using

1. Locate the Kaleida Health VPN Client icon on your desktop and double click on the icon. The Cisco VPN
Clientis installed on every Kaleida issued Laptop. For install instructions on a personal PC go to page 8
of this document.
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3. Click on Connect to login into VPN. You will then be prompted with the VPN Client User Authentication
screen. Enter your Remote Access (RA) user id and password. Click OK to continue.

= VPH Client | User Authentication for “KabidaHealth™  [5]

Erter Usemiame. Password and Doman.

alinsly, Usemame: [rira
cisco

Easawend. |
Doman:  [roede

oK | Coed |

4. OnaKaleida Laptop you will see the Login Script Executer launch.

& & KALEIDA

Waiting up to 37 seconds for connection to Kaleida to become available...

5. Once authenticated you will receive the connection confirmation window. Click Continue.

# VPN Client | Banner

Access for Kaleida Associates. Authorized Personnel Only!
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6. On aKaleida Laptop after clicking continue you will get the IST Access Request Security Agreement

Login Script NORMAL.VES
—_————————
LR MCD24
Domain: KALEID !
Computer: cnu0362b— !
l »: 10.16.17.161;192.168.

Time: 3/15/2011 23:28:50

Use of the Kaleida Health network is subject to the terms and conditions contained in the IST Access Request Security Agreement.

Read Agreement | Taccept | Log Me off

7. If this is a personal PC the Kaleida Drive Mapper window will then open. You will need to enter your
network id and password. This will map your H, | and J network drives. If you don't need access to these
drives just click Cancel.

M Kaleida Health Drive Mapper

Welcome to Kaleida Health
Please login to map network drives

Tser name: |ps123
Password : [sesssens]
Domain :[FALEDA

Cancel
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Cisco VPN Client - Installing

Download and install the Kaleida Cisco VPN Client:
1. From Internet Explorer access the Kaleida Health Remote Access Options site at the following address:

http://www.kaleidahealth.org/access

2. From this site click on Download for Windows under the Cisco VPN Client section.

50 o=

Be ESt yew Fpomes Jods teb

W g camcs resth - Remote Acess Cutons

o Aore privacy, same outstanding care.
‘GUARANTEED Private Rooms o1 1 s

Remote Access Options

meore datail about all thess aptions please call the
a1 (716} 8597777,

For a docemant

For tha hema usar who has Bigh maed intarmat BCoRES and WaNtE S5CRSE 15 Ehe EATE eSCUTTER
enlabie ot Kaleids Healh demelsed the Cebte VIN chart fuly sonfguied for eonneston 1o the

= Downlzad for Mac 0F ¥ - Chant verson 4,8 for 10.3 and balow o 4.9 for 10.4+

ROTE: 1f you already have a Windows Cisco VPN client installed, the installer will
automatscally add the Kaleida Heath settngs Lo your existing VPN client.

Dial Up Access

Bt udars mhe da pSt Pave Righ soeed interrel BECess, & fir wars mhe 406 326 Bul of tane
and would e bo connect 0 Kaleids Heati's network. “

3 o Tsedses #oow =

i accardamce with the requirements of U.S. law, and you bereby certify that yo
with all axcport baws and " af the of Commarce or siker
United States authority, and not export or allow the re-export of YN in violation of any such
restrictions, laws or regulstions,

[ 1D NotAgree |
WEITE - I i6 stringly Susgested 55 make 6urk thet yeu have 81 your 402 Backed up det b the Ak ivihied with “
& o Trsedstes #, w0

File Download - Security Warning

Do you want te run or save this file?

Name:  KaleidaVPH.exe
Type: Application, 10.6M8

From: wwi kaleidshealth.arg

Fun Save [ Cancel

[y Wil les o i temet can be uesf, s e e con
@J Rl i s P e el e e
D orseve this scfwere. Whet's the rek?
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5. Save the file to a location you will be able to access. In this example I'm saving the KaleidaVPN.exe file

to the My Documents folder.

(7))

[+

KaleidaVPN. exe from www.kaleidahealth.org

[

Estimated time left 4 sec (2. 16V of 10.5M8 copied)
Download to: Cr\Documents an... Kaleida VP, exe
Transfer rate:  2,02MB/Sec

[Eiose this diziog box when downioad compietes

Cancel

7. Once the download completed click on R

Download complete ‘Z”E‘El
A
=

Dowrioad Complete

KaleidaVPN. exe from www.kaleidahealth.org
[

Downloaded:
Download to:
Transfer rate:

10.6MB in 7 sec
Cr\Dotuments an... Kaleida VP, exe
1.51MB/Sec

[Eiose this diziog box when downioad compietes

[ [(Open Eoider ] [_Cise

8. You may get a security warning. If you do

Internet Explorer - Security Warning

The publisher could mot be verfied. Are you sure you want to ru this
saltware?

Pime: KaledaP. et

Fublsher: Unknown Publisher

harve & vl gptal sigruatire st verifies it ublaber, You
y Fun siftwre from publshers you st rom can § decale what

un to continue.

... Click Run to continue.
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10. The installation with then start...

Cisco Systems VPN Client 5.0.03.0530

.
\v Installation was successful, You must now reboot your machine before trying to use the VPN dient,

12. Note... If you already have the Cisco Systems VPN client loaded you will get the following message.
Click Yes and it will load the KaleidaHealth Connection Entry/Profile.

VPN Client Already Installed

A

There is already a full installation of Cisco YPM dient on this PC.
If this VPN dlient is working properly then perhaps all you need is the Kaleida Health profile.

Do you want to try simply adding the KaleidaHealth profile to your existing VPM dient?

Drive Mapping Applications

Drivemapper.hta (Non-Kaleida PC)

To be used by NON-Kaleida imaged PC’s. This utility only maps drives after you have connected to Kaleida
with your Remote Access (VPN) account and have logged into the Helper Utility using a valid Network Login
account.

LoginScriptExecuter.vbs (Kaleida Imaged PC

To be used by Kaleida imaged PC's, This utility runs the full Kaleida Health Login Script and is automatically
run after you connect to the Kaleida Health's network.

NOTE: To disable either of these two scripts from running uncheck the Enable button in the Application
Launcher.

& status: Connected | VPN Client - Varsion 5.0.05.0280 =NACE X
Connection Entries Status Certificates Log | Options Help
J £ = Application Launcher...

‘% N Lo nllllllln
Disconnect New impart Madify Simple Mode Crl+M CISCO
Connection Entries } Cettficates | Log | Preferences...

Connection Entry Host Transport
KaleidaHealth 198.212.218.14 IPSec/TCP
. e
Connected to “KaleidaHealth™, Connected Time: 0 day(s), 00:57.38 | ¥
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Installing the Citrix Online Web Plugin and Accessing the Citrix application Portal

Installing the Citrix Online Plugin (Non-Kaleida PC)

Download and install the Citrix Online Web Plugin:

1.

3.

To download and install the Citrix Online Web Plug-in you will need to access the web site link listed
below. To launch it from this document place you mouse pointer over the link and hit Ctrl and click to
launch. If that does not work you can copy the entire line into the address line in Internet Explorer and
hit enter.

http://www.citrix.com/English/ss/downloads/details.asp?downloadld=2304987&productld=186&c 1=s0t2755

Once the Citrix Online Plug-in 12.1 site is displayed you will need to click on the Download link for the
Citrix Online plug-in —Web shown circled below.

e TR ===
EFT) = [£55 et fworn sitrtucom Tnghahss domnloads detailaspTdwwnlosdlds JXHS T Eproductds 1868cl s ~ | B8 | 49 | ¢ || 20 Googe — P~
; s s &) wes
| £ Ciree Systems » Chrix Downkoads » Kenpp » Onl.. Tiov B v 0% me v Pagev Saletyv Tgohv v
- |
CITRIX Search a

Products & Solutions  Downloads ~ Buy  Support

Log in to access more dowskoads., on II nE Pl ug _in 1 2.1
_ Release Date: 10/28/2010
[ Bach to resuits O]

Thiss plug-4n s Suppored on Windows 7, XP, Vista, 2003, 2008, & 2008K2
CTIME) | ss ine =ciris Oniing phug in — web” be access your hostad agsiicabons hom & was
intetace

[T

Faswword:

A Iemet | Pretected Mode U fa = BN -

Once you click on the Download link you will be presented with the Citrix Download Manager window.
To initiate the download click on the click here link shown circled below.

(2 http=//download.citrix.com.edgesuite.net/?__gda_ ~128433... (= |[E][X]

About the Download Manager

The Download Manager provides for more effective. more efficient file
downloads than you normally see with your browser, especially for
large files or file sets. It can pause and restart downloads even if vou
turn vour computer off and on again. You will be presented with a
security warning and after vou accept, the Download Manager will
install and begin to download the requested file.

Click to download vour file now,

Should the Download M2 Tl TN, o if vou do not accept the
security certificate, vouffan click here to Jpwrload the file without using
the download manager
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4. You will then see the File Download — Security Warning window. Click Run to continue.

File Download - Security Warning

Do you want to run or save this file?

Mame: CitrixOnlinePluginieb. exe
Type: Application, 11.9MB

From: download.citrix.com.edgesuite.net

Bun ][ Save ]l Cancel |

l-"‘- While files fram the Intemet can be useful, this file type can
" P) potentially harm your computer. i you do not trust the source, do not
= run or save this software. What's the risk?

5. Once downloaded you will be prompted with the following security warning. Click Run to continue.

Internet Explorer - Security Warning

Do you want to run this software?
Name: CitrixOnlinePluginieb
Publisher: CITRIX SYSTEMS, INC

More gptions Run I ‘ Don't Run |

your computer, Only run software from publishers you trust. What's the risk?

While files from the Internet can be useful, this file type can potentially harm

6. You will then see the Installation Progress

Citrix online plug-in installation

Installing...

7. Once the install completed you will receive a message that the client has been installed successfully.
Make sure that you close all Internet Explorer web browser windows prior to logging into the Kaleida
Citrix Application Portal for the first time.

Citrix online plug-in installation [z]

% Installation completed successfully.
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Accessing the Kaleida Citrix Application Portal

1. Connectto the Kaleida network using Cisco VPN Client.

2. Launch Internet Explorer and type http:/citrix on the address line and it will take you directly to the
Kaleida Citrix Application Portal.

3. The Citrix Application portal will then launch. Make sure that the Login Type is set to Explicit User. You
will then need to enter your Kaleida network user id and password. Click Log On to continue.

CiTRIX
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Installing the Synapse Cardiovascular Client
Computer Requirements

Processor - Intel Core 2 Duo 2.33 GHz
RAM - 2 GB (Windows XP) 3 GB (Windows 2008/7)
Internet Explorer 6 & 7 & 8
Hard Disk - 40 GB available, SATA 3.0
Video Display
LCD color display set to one of the following native resolutions
1280 x 1024 pixels, 1600 x 1200 pixels, or 1680 x 1050 pixels
Only Landscape display orientation and Native resolution is supported
Medical grade displays are highly recommended
e Graphics System
32-bit color and native video display resolution
256 MB dedicated Video RAM for image viewing
e High Speed Internet Access - Cable Modem or FiOS required

Kaleida Health Cisco Systems VPN Client

If you already use Cisco VPN client, skip this step and proceed to Installing Synapse Cardiovascular Client
outlined in the section below.
Installation instructions can be found on Page 8 of this document.

Installing Synapse Cardiovascular Client

NOTE: User must have logged in to Synapse CV system at Kaleida Health before installing remotely.
1. Connectto the Kaleida network using Cisco VPN Client.

2. Navigate to http://10.12.208.210/psinstall using Internet Explorer. You will be prompted with an
authentication screen as shown below. Enter your username and password and click the Sign In button.

R T L S —— p——

e gz e somypararaly
B CF Pe= Fpoies [k D

ol oo Checr et Ttk

oo § W P L -

Fe] & ﬂnnuu-n-ulul-: w T iR e
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On the screen that appears, click the ProSolv Cardiovascular Client hyperlink and you will be prompted
for a file download:

7 Prrtube Cheed Wk Lol sy Wwviess e erret Laphapn
ﬂ- = [ e 1) e el e

R Prodol Cmor st Itk

D poss mand bo s sawn i e ?

Ml s
D Tpm gglicaton, 1M

Fem 312w Em

[ [ |

b . b camh s i gl
S P e————
a7

[ i et S -

Fuan] B D T | Ly [ yer ey v PR I eem

Click Run in the File Download dialog and run again if a security warning is displayed. The files with
extract and the setup wizard will start:

I e e rp——

ﬁ_ = [P g 1110 10 290 1 et st e v

e Ot Wl Yl e

== Wi -

.l,'cmﬂl_'_,}_ﬂ ﬂwmwm..rm o TS 48 nem

Click Next twice in the setup wizard to accept the defaults and then click Install:

|7 Prosolv Cardio¥ascular Client 4.0.4 Setup

Click Install ko begin the installation, Click Back ko review or change any of yaur
installation settings. Click Cancel to exit the wizard,

Cancel |
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After the install completes, click finish and navigate to the desktop. DoubleClick on the ProSolv
Cardiovascular Client 4.0.4 icon:

[PR——
-l'."ll-'li e ] O Privsabe Db asiwl.. o T S maem

After you initially login, there may be updates available the need applied to the workstation (these are
usually reports, etc). If you are prompted, click Yes to accept the updates:

Ilmnrrnmnmmmmhmw. =]

that lirar

\P—| -
I ve | We |

After the updates complete, you will be returned to the login screen and the system is ready for use.
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