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Remote Access Gateway

Description:

1) Clientless External web access to Kaleida Health Citrix applications, Web Applications and corporate file shares.
Prerequisites:

1) Internet Access

2) Compatible Web Browser

3) Mobile phone number or pager that will accept TXT messages
4) Valid Email address

5) Citrix Client

Contact the Technology Assistance Center at 716-859-7777 for questions or assistance with any issues.
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Initial Setup

Remote Access requires a Windows/Network ID. If you do not have a Kaleida Windows/Network ID you will need to
request one via e-Register on Kaleidascope. If you don’t have access to Kaleidascope you will need to complete the
external Security Access Request Form at http://www.kaleidahealth.org/ISTSecurity/ and check “Remote Access”.

Note: The initial setup process is only completed the first time you log on to the Remote Access Gateway.

1) Enter the following web address into your browser: http://www.kaleidahealth.org
a. Click on Employees
b. Click on Remote Access

2) From the Remote Access web page click on the Access Kaleida Health button.

3) You will be prompted to login, use your Windows/Network ID (Ex: abc123) and password. Enter your Network ID and
Password in the white field and click log on

Welcome to Kaleida Health Access Gateway

Please log on to continue.

4) The system will ask you to “Please register your Primary Email Adress”. Type your email address in the white field
and click submit

Additional Information Required
Please type your response below.

et e o
email address.

5) The system will ask you to “Confirm your primary email address”. Type Y or N in the white field and click submit.

Additional Information Required
Please lype your response below.

Please confirm your primary
email address as

Enioe - 1 e eniry & conect.
Enter *Y* if the entry is comect.

Enter "N* if you want to modify
the entry

6) The system will ask you to “Please register your Primary Mobile Phone Number”.
a. Type your primary mobile phone number in the white field and click submit
o Idon’t have a mobile phone # : Enter 999-999-9999
o lonly have a pager: Enter your pager # and Contact the Technology Assistance Center at 716-859-
7777.

Additional Information Required
Please type your response below.

nastemanaremeer. (D
mobile phone number.

Submit

Contact the Technology Assistance Center at 716-859-7777 for questions or assistance with any issues.
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7) The system will ask you to “Please confirm your primary mobile phone number”. Type Y or N in the white field and
Click Submit

Additional Information Required
Pleass type your response below.

Please confirm your primary
mobile phone number as

entry is correct. Enter "N if you
want to modify the entry

8) The system will ask you to “Please enter country code for your primary Mobile Phone”. Type 1 and click submit.

Additional Information Required
Plaase type your response below.

Please snter country cods for
your primary mobile phone.

German, Enter <3* for Spanish.
Enter "4" for France.

9) The system will ask you to “Please confirm your primary mobile phone country”. Type Y or N in the white field and
click click submit.

Additional Information Required
Please type your response below.

Please confirm your primary

mobile phone country as "US".

G e owyscoroc. (D
Enter "N* if you want to modify

the entry.

10) You will receive a passcode from Anakam (Kaleida Health’s two-factor authenication) as a text message to your

mobile phone number and email you supplied in the intial setup. Enter the passcode in the white field and click click
submit.

Additional Information Required
Please type your response below.

A pass code has been sent 1o

SMS (OK=XX0(- 5678).
the pass code below.

11) IMPORTANT - Upon submitting your pass code you will be taken to a HTTP 403 Forbidden page. You will now need to
close the browser by clicking on the “X” in the upper right corner of the Internet Explorer window.

@ ~TTP 403 Forboden '-. v M v Page~ Safety> Tooks~ B~

12) After closing browser continue to the Kaleida Health Clientless Access (Page 7) or the Kaleida Health Full Network
Access section (Page 9).

Contact the Technology Assistance Center at 716-859-7777 for questions or assistance with any issues.
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Kaleida Health Clientless Access
The Remote Access Gateway provides Clientless External web access to Kaleida Health Citrix applications, Web
Applications and corporate file shares.

Routine Access:

1) Enter the following web address into your browser: http://www.kaleidahealth.org
a. Click on Employees
b. Click on Remote Access

2) From the Remote Access web page click on the Access Kaleida Health button.

3) You will be prompted to login, use your Windows/Network ID (Ex: abc123) and password. Enter your Network ID and
Password and click Log On.

Welcome to Kaleida Health Access Gateway

Please log on to continue

User name

4) After clicking the “Log On” button , you will receive a passcode from Anakam (Kaleida Health’s two-factor
authenication) as a text message to the phone number and email you provided at initial setup. Enter the passcode in
the white field and click submit.

Additional Information Required
Please type your response below

A pass code has been sent o
you via email

SMS (2O0X-XXX-5678). Enter
the pass code below.

5) Once you enter your passcode, you will be redirected to the Citrix Remote Access Gateway home page where you will
be able to access your Citrix Applications and File Shares.

Log O

Application: File Shares

%" Kaleida Healt! Enterprise File Shares
= Corp
Kaleida Health Citrix Applications

roocsions KB

Add | Remove

Note: For access to KaleidaScope and other web based applications click the folder “Application Desktop”.

Contact the Technology Assistance Center at 716-859-7777 for questions or assistance with any issues.
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Kaleida Health Full Network Access - IS&T, VNA, Radiologists and authorized personnel ONLY.

The Remote Access Gateway provides External web access to Kaleida Health Citrix applications, Web Applications and
corporate file shares along with Full Network Access.

Routine Access:

1) Enter the following web address into your browser: http://www.kaleidahealth.org
a. Click on Employees
b. Click on Remote Access

2) From the Remote Access web page click on the Access Kaleida Health button.

3) You will be prompted to login, use your Windows/Network ID (Ex: abc123) and password. Enter your ID and Password
and click Log On.

Welcome to Kaleida Health Access Gateway

Please log on to continue

User name

Password

4) After clicking the “Log On” button, you will receive a passcode from Anakam (Kaleida Health’s two-factor
authentication) as a text message to the phone number and email you provided at initial setup. Enter the passcode in
the white field and click submit.

Additional Information Required
Flease type your response below

A pass code has bean sent io
you via email

SMS (X006-XXX-5678). Enber
the pass code below.

5) Once you enter your passcode, you will be redirected to the following web page where you will have a choice of what
type of access you will require for the session
a. Kaleida Health Network Access — Full VPN access
b. Kaleida Health Citrix Application — Citrix Access only
c. Kaleida Health Clientless Access — Citrix, Web pages and certain File Shares

Please select one of the following

Kalesda Mealtn Netword Kaleioa Heam Crrix
Access Applications
Kaleida Heatth Clientiess Leg On

‘3 ;;;;;; ’

Contact the Technology Assistance Center at 716-859-7777 for questions or assistance with any issues.
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6) You will be redirected to the Citrix Remote Access Gateway home page where you will be able to access your Citrix
Applications and File Shares. Also with the Full Network Access VPN connection you can run locally installed
applications.

22 88
%W
© »» Kaleida Health
oy 7o

File Transfer

Applications File Shares

) can

'.Z :‘ Kaleida Health Enterprise File Shares
Corp

Kaleida Heaith Citrix Applications Users

(Applications i)

Main

Personal File Shares
none

Add | Remove

Cbord

) Cerner - Bl

Cerner -

7) You will see a pop up above the notification area on the screen showing your connection status. You have established
a Full Network Access VPN connection.

Citrix Access Gateway
Connection established.
To end this session, right-click the Citrix Access Gateway

Note:
For access to web based applications or limited Internet access click the folder “Application Desktop” then click the icon

“Kaleidascope”

Contact the Technology Assistance Center at 716-859-7777 for questions or assistance with any issues.
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Troubleshooting :

1) On the initial login screen, if after clicking on the “Log On” button you are returned to the Login page with the
following error:

The credentials you typed are incomect. Please try again or please
contact the Kaleida Health Technology Assistance Center at 716-859-

TTri.

2) After entering your Network account if you never receive a Passcode:
3) After entering your passcode if you do not get the list of Citrix applications and file shares:
4) What if you want to change your mobile phone number or email address:
5) What if you need full Kaleida Health Network Access (Full VPN):
For any of the above listed issues you will need to contact the Technology Assistance Center at 716-859-7777
6) If you don’t have a Citrix agent installed , you will see the following web page:

a. Click Download and follow the instructions to install the Citrix Web client

7) Kaleida Health Full Network Access ONLY. Upon clicking on Kaleida Health Network Access you will then need to
download and install the Access Gateway Plugin. Click on Download to continue

a. Once you click on Download you will need to follow the install steps outlined below:

o
L Download

To motak tha Accoss Satomay Db in for Wisdires.

1. Click Downkoad
2 e Fite Downlsad daiog Sax. chck Ren

3 3 Mo Indemot Explons dalog dox. ek Rum 10 instal ihe Access Gateway Fug-n %o Windows

Contact the Technology Assistance Center at 716-859-7777 for questions or assistance with any issues.
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Click Run, the download will begin
[Fie Downioad - ety Mo

(i
‘ Do you want 1o run or save this file?

. 1 Name. nswpne_setupbd. exe
} Type: Application, 2.22M8
From  kalisivpn.kaleidahealth.org

Rn sove | [ Concel |

| While fies from the intemet can be usefud, this e type can
r ham your computer. ¥ you do not tnst the source, do not

nun or save this software. VY
-
Click Install, the install will begin
P Catrix Accass Gatmay Plug-in Setup =1 |

Please read the Citrix Access Gateway Plug-in
License Agreement

[CITRING; LICENSE AGREEMENT

Use of this component &5 subject to the Citrx bcense
|covening the Citeix product(s) with which you will be
wusing this component. This component is only hcensed
for use with yuch Citrax product(s)

JCTX_sode BP_R_A32250

frutal Cancel

Click Finish

Contact the Technology Assistance Center at 716-859-7777 for questions or assistance with any issues.
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Frequently Asked Questions

Adding a Network share

1) Inthe far right Pane
2) Click Add
3) Name: Can be whatever you want to call the personalized share
4) Address: should be entered like this
a. \\SERVERNAME\SHARE

Add a Bookmark

To 8ad a Wed sfe, type in the full addvess, such 8s. M Sy company.coe
To add a Me share, type In the sarver and folcer name, such as \Weserverdoidemame

The maxienum leng® of each fleld is 266 characters.

5) If you do not have permissions based on Kaleida Health credentials it will prompt you for the credentials to use.

£ % Q | i q ol )
Log On U Retresh New Folder Download Ugload Deiete Rename Leg OF
-
—INe Groorneod

\

( egon ) cence )

Hige Crecentials

Contact the Technology Assistance Center at 716-859-7777 for questions or assistance with any issues.
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